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(a) Collect from individuals only the
information that is relevant and nec-
essary to discharge the responsibilities
of the SBA;

(b) Collect information about an indi-
vidual directly from that individual
whenever practicable;

(¢) Inform each individual
whom information is collected of:

(1) The legal authority to collect the
information and whether providing it
is mandatory or voluntary;

(2) The principal purpose for which
the SBA intends to use the informa-
tion;

(3) The routine uses the SBA may
make of the information; and

(4) The effects on the individual, if
any, of not providing the information;

(d) Ensure that the office maintains
no system of records without public no-
tice and that it notifies appropriate
SBA officials of the existence or devel-
opment of any system of records that
is not the subject of a current or
planned public notice;

(e) Maintain all records that are used
by the SBA in making any determina-
tion about an individual with such ac-
curacy, relevance, timeliness, and com-
pleteness as is reasonably necessary to
ensure fairness to the individual in the
determination;

(f) Except as to disclosures made to
an agency or made under the FOIA,
make reasonable efforts, prior to dis-
seminating any record about an indi-
vidual, to ensure that the record is ac-
curate, relevant, timely, and complete;

(g) Maintain no record describing
how an individual exercises his or her
First Amendment rights, unless it is
expressly authorized by statute or by
the individual about whom the record
is maintained, or is pertinent to and
within the scope of an authorized law
enforcement activity;

(h) When required by the Privacy
Act, maintain an accounting in the
specified form of all disclosures of
records by the SBA to persons, organi-
zations, or agencies;

(i) Maintain and use records with
care to prevent the unauthorized or in-
advertent disclosure of a record to any-
one; and

(j) Notify the appropriate SBA offi-
cial of any record that contains infor-
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mation that the Privacy Act does not
permit the SBA to maintain.

§102.37 Training requirements.

All employees should attend privacy
training within one year of employ-
ment with SBA. All employees with
Privacy Act responsibilities must at-
tend Privacy Act training, whenever
needed, that is offered by the SBA.

§102.38 Other rights and services.

Nothing in this subpart shall be con-
strued to entitle any person, as a right,
to any service or to the disclosure of
any record to which such person is not
entitled under the Privacy Act.

§102.39 SBA’s exempt Privacy Act sys-
tems of records.

(a) Systems of records subject to in-
vestigatory material exemption under
5 U.S.C. bb2a(k)(2), or 6 U.S.C. 562a(k)(5)
or both:

(1) Office of Inspector General
Records Other Than Investigation
Records—SBA 4, contains records per-
taining to audits, evaluations, and
other non-audit services performed by
the OIG;

(2) Equal Employment Opportunity
Complaint Cases—SBA 13, contains
complaint files, Equal Employment Op-
portunity counselor’s reports, inves-
tigation materials, notes, reports, and
recommendations;

(3) Investigative Files—SBA 16, con-
tains records gathered by the OIG in
the investigation of allegations that
are within the jurisdiction of the OIG;

(4) Investigations Division Manage-
ment Information System—SBA 17,
contains records gathered or created
during preparation for, conduct of, and
follow-up on investigations conducted
by the OIG, the Federal Bureau of In-
vestigation (FBI), and other Federal,
State, local, or foreign regulatory or
law enforcement agency;

() Litigation and Claims Files—SBA
19, contains records relating to recipi-
ents classified as “in litigation” and all
individuals involved in claims by or
against the Agency;

(6) Personnel Security Files—SBA 24,
contains records on active and inactive
personnel security files, employee or
former employee’s name, background
information, personnel actions, OPM,
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and/or authorized contracting firm
background investigations;

(7) Security and Investigations
Files—SBA 27, contains records gath-
ered or created during preparation for,
conduct of, and follow-up on investiga-
tions conducted by OIG, the FBI, and
other Federal, State, local, or foreign
regulatory or law enforcement agencies
as well as other material submitted to
or gathered by OIG in furtherance of
its investigative function; and

(8) Standards of Conduct Files—SBA
29, contains records on confidential em-
ployment and financial statements of
employees Grade 13 and above.

(b) These systems of records are ex-
empt from the following provisions of
the Privacy Act and all regulations in
this part promulgated under these pro-
visions:

(1) 552a(c)(3) (Accounting of Certain
Disclosures);

(2) b52a(d) (Access to Records);

(3) bb2a(e)(1), 4G, H, and I (Agency Re-
quirements); and

(4) 552a(f) (Agency Rules).

(c) The systems of records described
in paragraph (a) of this section are ex-
empt from the provisions of the Pri-
vacy Act described in paragraph (b) of
this section in order to:

(1) Prevent the subject of investiga-
tions from frustrating the investiga-
tory process;

(2) Protect investigatory material
compiled for law enforcement purposes;

(3) Fulfill commitments made to pro-
tect the confidentiality of sources and
to maintain access to necessary
sources of information; or

(4) Prevent interference with law en-
forcement proceedings.

(d) In addition to the foregoing ex-
emptions in paragraphs (a) through (c)
of this section, the systems of records
described in paragraph (a) of this sec-
tion numbered SBA 4, 16, 17, 24, and 27
are exempt from the Privacy Act ex-
cept for subsections (b), (c)(1) and (2),
(e)(4)(A) through F, (e)(6), (7), (9, (10)
and (11) and (i) to the extent that they
contain:

(1) Information compiled to identify
individual criminal offenders and al-
leged offenders and consisting only of
identifying data and notations of ar-
rests, confinement, release, and parole
and probation status;
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(2) Information, including reports of
informants and investigators, associ-
ated with an identifiable individual
compiled to investigate criminal activ-
ity; or

(3) Reports compiled at any stage of
the process of enforcement of the
criminal laws from arrest or indict-
ment through release from supervision
associated with an identifiable indi-
vidual.

(e) The systems of records described
in paragraph (d) of this section are ex-
empt from the Privacy Act to the ex-
tent described in that paragraph be-
cause they are records maintained by
the Investigations Division of the OIG,
which is a component of SBA which
performs as its principal function ac-
tivities pertaining to the enforcement
of criminal laws within the meaning of
5 U.S.C. 552a(j)(2). They are exempt in
order to:

(1) Prevent the subjects of OIG inves-
tigations from using the Privacy Act
to frustrate the investigative process;

(2) Protect the identity of Federal
employees who furnish a complaint or
information to the OIG, consistent
with section 7(b) of the Inspector Gen-
eral Act of 1978, 5 U.S.C. app. 3;

(3) Protect the confidentiality of
other sources of information;

(4) Avoid endangering confidential
sources and law enforcement personnel;

(5) Prevent interference with law en-
forcement proceedings;

(6) Assure access to sources of con-
fidential information, including that
contained in Federal, State, and local
criminal law enforcement information
systems;

(7) Prevent the disclosure of inves-
tigative techniques; or

(8) Prevent the disclosure of classi-
fied information.

§102.40 Computer matching.

The OCIO will enforce the computer
matching provisions of the Privacy
Act. The FOI/PA Office will review and
concur on all computer matching
agreements prior to their activation
and/or renewal.

(a) Matching agreements. SBA will
comply with the Computer Matching
and Privacy Protection Act of 1988 (5
U.S.C. 552a(0), bb2a notes) . The Privacy
Protection Act establishes procedures
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